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Project Name: Common Access Card – Physical Access Control Norfolk – CAC-PAC Norfolk (#1099) 
 
Command: SPAWAR Systems Center Charleston 
 
Functional Area Manager (FAM): Administration      
 
 
 
Pilot Summary: 
 
SPAWAR Systems Center Norfolk had a requirement to increase security for three computing facilities, 
but needed to balance enhancement with the existing installed base.  The team piloted a card 
configuration with two contactless technologies: HID Proximity for the legacy systems and MIFARE to 
increase the level of authentication with fingerprint biometrics. To make the system more economical 
and reduce concerns about biometrics, the biometric templates, a mathematical representation of the 
fingerprint, were only stored on the MIFARE chip. This enabled the existing infrastructure to remain 
unchanged with the exception of upgrading the readers where the additional security was required.  
This reduced the price of the pilot by 60% 
 
Business Value Added: 

• In depth study on how biometrics could be included onto the CAC platform for recommendation 
to the ACO through the SEIWG. 

• Provides operational testing for DoD BMO. 
 
Other Considerations: 

• Proposes a contactless standard (ISO 14443 A or MIFARE) for the CAC 
• Identified lost cost alternative to sector security upgrades. 

 
Pilot Participants: 

• SPAWAR Systems Center - Charleston 
• SPAWAR Systems Center - Norfolk 
• DoD Biometric Management Office 

 
Targeted Users: 

• SSC Norfolk Personnel 
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